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Introduction to AI Safety & Alignment



Intro: Make a Wish

Watch: Chris & Jack

The perfect wish to outsmart a genie
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https://www.youtube.com/watch?v=lM0teS7PFMo&t=96s
http://www.youtube.com/watch?v=lM0teS7PFMo&t=96


Intro: Make a Wish

Takeaway: itʼs extremely 
hard to comprehensively 
specify our intentions

Watch: Chris & Jack

The perfect wish to outsmart a genie
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https://www.youtube.com/watch?v=lM0teS7PFMo&t=96s
http://www.youtube.com/watch?v=lM0teS7PFMo&t=96


Specification Gaming

Specification gaming is a behaviour that satisfies the literal specification of an 
objective without achieving the intended outcome.

Task Specification Unintended solution

Clean a room Collect as much dirt as possible Make a mess, then clean it up.

Write a useful report Include five references Invent five references.

Illustrative examples: the specification leaves out something we care about.
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King Midas

Human intent

Become wealthy
and live well.

Specification

Everything he touches
turns to gold.

Unintended outcome

His food turns
to gold too.

Activity: write a wish, then ask your partner to find a way it could go wrong.
How would you rewrite the wish? Can your partner still find a loophole?
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Reward Hacking

Intended task Reward signal

What we want
the model to do.

The score used
to reinforce its behavior.

Krakovna et al. 2020, Specification gaming: the flip side of AI ingenuity

CS 1998 / Week 3 4

An AI model trained via reinforcement learning optimizes for a literal evaluation 
metric or loophole rather than achieving the actual intention of the programmers.

https://deepmind.google/blog/specification-gaming-the-flip-side-of-ai-ingenuity/


Example: Lego Stack

Desired Outcome

A red block to end up on top 
of a blue block

Learned behavior

The agent flipped over the red 
block

Specification gaming: the flip side of AI ingenuity
https://deepmind.google/blog/specification-gaming-the-flip-side-of-ai-
ingenuity/
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https://deepmind.google/blog/specification-gaming-the-flip-side-of-ai-ingenuity/
https://deepmind.google/blog/specification-gaming-the-flip-side-of-ai-ingenuity/


Example: Lego Stack

Desired Outcome

A red block to end up on top 
of a blue block

Learned behavior

The agent flipped over the red 
block Specification gaming: the flip side of AI ingenuity

https://deepmind.google/blog/specification-gaming-the-flip-side-of-ai-
ingenuity/
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Reward

The height of the bottom face 
of the red block when it is not 
touching the block

https://deepmind.google/blog/specification-gaming-the-flip-side-of-ai-ingenuity/
https://deepmind.google/blog/specification-gaming-the-flip-side-of-ai-ingenuity/


Example: 
CoastRunners

Intended task

Finish the race quickly.

Learned behavior

The agent circles around
respawning targets.
It earns points without
finishing the race.

Faulty reward functions in the wild
https://openai.com/index/faulty-reward-functions/
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https://openai.com/index/faulty-reward-functions/


Example: Robot
Grasping

Demo: Learning from Human Preferences
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Intended task

Pick up the apple

Reward

Human feedback

Learned behavior?

https://storage.googleapis.com/gdm-deepmind-com-prod-public/media/original_images/622755d0be6ea32d75a5ee76_Fig205.gif


Example: AI Learns to 
Walk

Source: AI Learns to Walk Code Bullet, 2019
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Intended task

Learn to Walk

Learned behavior

Robot figured out how to hook 
its legs together and slide along 
the ground.



Two Perspectives for 
Specification Gaming
Reinforcement Learning

Demonstrate the ingenuity 
and power of algorithms to 
find ways to do exactly what 
we tell them to do.

Building Aligned Agents

Exploit a loophole in the 
specification at the expense 
of the intended outcome
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Goodhartʼs Law

“When a measure becomes a target, it ceases to be a good measure.ˮ

Gao et al. 2022, Scaling Laws for Reward Model Overoptimization
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https://arxiv.org/abs/2210.10760


Example: LLMs 
Reward Hacking
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School of Reward Hacks: 
Hacking harmless tasks 
generalizes to misaligned 
behavior in LLMs
https://arxiv.org/abs/2508.17511

https://arxiv.org/abs/2508.17511


Example: OpenAI / HuggingFace
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Reward Tempering
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AI system directly modifies or hacks its own reward-generating mechanism to 
maximize its score instead of solving the intended task.

Example: Sycophancy to subterfuge



Sycophancy to subterfuge
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Sycophancy to subterfuge
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Impossible Tasks and Faulty RL Environments

Suppose a task has no valid solution, but the grader can be fooled.

Behavior Task outcome Grader result

Keep trying to solve it Still unsolved Fail

Explain why it is impossible Useful 
explanation Fail

Exploit a grader loophole Still unsolved Pass

Which behavior does this training setup reward?
Mallen & Shlegeris 2025, The behavioral selection model
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https://www.alignmentforum.org/posts/FeaJcWkC6fuRAMsfp/the-behavioral-selection-model-for-predicting-ai-motivations-1


Impossible Tasks and 
Faulty RL 
Environments
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Behavioral Selection Model

RL reinforces behaviors that earn higher rewards.

Candidate behaviors

Solve the task,
ask for help,
or find a loophole.

Reward

A grader scores
the result.

Training update

Training reinforces
behaviors that
score well.

Learned behavior

The model uses
those behaviors
more often.

Like evolution, RL selects for success under 
the conditions it encounters.

Mallen & Shlegeris 2025, The behavioral selection model

Those conditions may reward behavior that 
we donʼt actually want.
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https://www.alignmentforum.org/posts/FeaJcWkC6fuRAMsfp/the-behavioral-selection-model-for-predicting-ai-motivations-1


Now suppose the reward
correctly specifies
what we want.

Is that enough?

GOAL MISGENERALIZATION
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Example: CoinRun
Training

Reward: 10 for
collecting the coin.

During training, the coin
is always at the right
end of the level.
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Example: CoinRun
Testing

At test time, the coin
appears earlier
in the level.

The agent still avoids 
obstacles, but passes the coin 
and continues right.
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Goal Misgeneralization

The model retains its capabilities in a new setting but pursues the wrong goal.

Intended goal

Collect the coin
Alternative goal

Reach the right edge

Training
Coin at the right edge

Testing
Coin moved earlier

Two possible explanations of training behavior / Di Langosco et al. 2022; Shah et al. 2022

Go right Go right

Collect the coin Continue right
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https://arxiv.org/abs/2105.14111


Example: Following an Expert

Training: the guide is correct Testing: the guide is wrong

Original expert recording Original anti-expert recording

Blue: learner. Red: guide. The task is to visit the spheres in the correct order.
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https://storage.googleapis.com/gdm-deepmind-com-prod-public/media/original_images/633fee1aaa8967568ee1a5b9_following_expert_with_rewards.gif
https://storage.googleapis.com/gdm-deepmind-com-prod-public/media/original_images/633fee50d7c574b38004a005_following_anti_expert_with_rewards.gif


Example: Human Evolution
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Humans evolved a desire for sweet foods because it meant survival in the past. 

Today, food is plentiful, but the old drive remains, even when it harms health.



Outer Alignment and Inner Alignment

Human intent

The outcomes
we want the system
to produce.

Training objective

The reward used
to train the model.

Learned objective

The objective used
by a learned
internal optimizer.

Outer alignment: align the training objective with human intent.

Inner alignment: align the learned objective with the training objective.

Hubinger et al. 2019
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https://arxiv.org/abs/1906.01820


Example: Stress Testing Deliberative Alignment for 
Anti-Scheming Training
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Suppose you test an AI for scheming and observe: P(scheming)=1%.
Explanation 1 Model genuinely doesnʼt want to scheme

Is there an alternative explanation?



Example: Stress Testing Deliberative Alignment for 
Anti-Scheming Training
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Example: Stress Testing Deliberative Alignment for 
Anti-Scheming Training
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Situational Awareness and Evaluation Awareness

Situational awareness Evaluation awareness

Self and context

The model recognizes what it is
and the setting it is operating in.

Recognizing an 
evaluation
The model recognizes that
its behavior is being tested.

Recognizing an evaluation does not by itself imply deception.

Laine et al. 2024, Me, Myself, and AI The Situational Awareness Dataset
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https://arxiv.org/abs/2407.04694


Exit Ticket: 
Imagining the Future
Superintelligent AIs will be:

● Superhuman across strategically 
important domains

● Capable of long-horizon planning and 
situational awareness

● Has meaningful access to the real 
world

● Can deceive or evade oversight when 
useful

● Pursues a sufficiently persistent 
objective that can conflict with
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● Avoid shutdown
● Preserve its objective
● Gain resources and compute
● Increase influence and control
● Evade or manipulate oversight
● Replicate and maintain access
● Prevent humans from interfering
● Manipulate the reward signal



See you next week!

Week 4 Interpretability

Understanding what models
represent and how they
make decisions.
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