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Agenda
1. What is AI safety?

2. Concrete problems in AI safety

3. Logistics and syllabus

4. Motivations

5. Recent developments



Poll
1. How many of you think that current AI models are 

safe?

2. What kind of evidence would change your mind?



What is AI safety?
Motivating example: Faulty reward functions in the wild

https://openai.com/index/faulty-reward-functions/

https://openai.com/index/faulty-reward-functions/


Motivating Example: CoastRunners

20%
average score

vs. human players

Human intent: finish the race
Specified reward: maximize score
Learned behavior: farm bonuses



AI capabilities
● Question: Can the system successfully perform the task?

● Improve:
○ Reasoning

○ Planning

○ Coding

○ scientific discovery

○ autonomy

● Assumption for AI safety: the system is already capable enough to 

accomplish the task



AI safety
● Problem: Will the system reliably produce the outcomes we actually 

want?

● A capable system can:
○ optimize the wrong objective

○ exploit imperfections in its specification

○ generalize differently from what we intended

○ take harmful actions while accomplishing its task

○ behave differently when oversight is weak



Example
Let the model f_θ be trained on distribution 

to minimize some specified loss/objective: 

Assume training succeeds:

the model can successfully optimize the objective it was trained on.



Example
Actual human intention might be different than specified objective.

What we ultimately want is:
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Example
Actual human intention might be different than specified objective.

What we ultimately want is:

Decomposition:
Capabilities

Distribution Shift

Objective 
misspecification/
underspecification



Thought Experiment: Paperclip Maximizer
Suppose we build a highly capable AI with the objective:

The objective is simple and seemingly harmless.

Nick Bostrom, Ethical Issues in Advanced Artificial Intelligence 2003.



Thought Experiment: Paperclip Maximizer
Suppose we build a highly capable AI with the objective:

The objective is simple and seemingly harmless.

But if the system is sufficiently capable, many instrumental actions help 
maximize paperclips:

● acquire more resources
● obtain more compute and energy
● prevent itself from being shut down
● remove obstacles to its objective
● eventually convert resources humans care about into paperclips

Nick Bostrom, Ethical Issues in Advanced Artificial Intelligence 2003.



Paperclip Maximizer

Final goal:
maximize 

paperclips

Useful means:
Resources, capability, 

continued operation

Extreme 
outcome

without hatred
or “evil intentˮ

A system can be perfectly competent and perfectly obedient to its 
objective while being catastrophically misaligned with human intent.



The alignment problem has several 
failure points

Human
intent

Specified
objective

Training
process

Learned
policy / goal

Deployment
behavior

ambiguity proxy gap optimization misgeneralizati
on shift / access



“AI safety” is an umbrella term

Alignment / unintended 
behavior

A capable system does 
not reliably do what its 
designers/users intend

Misuse

A capable system does 
what a user intends, but 

the userʼs intent is harmful

Systemic / Structural

How society manages 
risks from increasingly 

capable AI systems

objective design · evaluation · interpretability · monitoring · governance 
· security · human factors

Amodei et al. 2016; International AI Safety Report 2026



Concrete Problems in AI Safety
Avoiding negative side effects
● Complete the task without unnecessarily disrupting the environment

Avoiding reward hacking
● Prevent the agent from exploiting loopholes in the reward function

Scalable supervision
● How can humans supervise systems when evaluating their work is difficult or 

expensive?
Safe exploration
● Learn about the environment without taking catastrophically risky actions

Robustness to distributional shift
● Behave safely when deployment differs from training



Concrete Problems in AI Safety
● Interpretability, monitoring, and control
● Multi-agent / emergent coordination
● Misuse prevention and security
● Safe deployment and governance
● Loss of control



Logistics & Syllabus



Logistics
● Discussion: every Monday 430530pm

● Office hours: every Tuesday/Thursday

● Notebooks: every week from Week 2  Week 6
○ Training your own RL agent to see how poor reward design leads to 

unintended behavior

○ Training your own linear probe to examine model internals

● Project



Logistics



Logistics
Example paths:
● Typical: 5 lectures + 3 notebooks + project = 100

● Lecture-heavy: 7 lectures + 2 notebooks + project = 100

● No-project: 7 lectures + 5 notebooks + 3 discussions = 100



Logistics
● Announcements over Slack and Email



Syllabus
● Week 1 Introduction to AI Safety

● Week 2 Alignment Training and RLHF

● Week 3 Reward Hacking and Goal Misgeneralization

● Week 4 Interpretability

● Week 5 Evaluations

● Week 6 Control and Scalable Oversight

● Week 7 Governance, Forecasting, and the Frontier



First Discussion
Next Monday 430530pm

Readings:

● Concrete Problems in AI Safety (https://arxiv.org/abs/1606.06565)

● Brief independent investigation of agentsʼ behavior, reasoning and 

collaboration in the OpenAI / Hugging Face hacking incident 

(https://metr.org/blog/20260826-openai-hugging-face-incident-in

vestigation/#core-takeaways-about-this-incident)

https://arxiv.org/abs/1606.06565
https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/#core-takeaways-about-this-incident
https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/#core-takeaways-about-this-incident


Motivations for AI Safety



Why spend effort on safety?
● Greater capability creates greater potential benefits.

● It can also increase the consequences of mistakes and misuse.

● Safety enables powerful technologies to be deployed 
responsibly.



Frontier agents are becoming increasingly capable

TIME HORIZON  RUN 
TIME

Human-expert 
task length at 

50% model 
success

METR Time Horizon 1.1 Jan.May 2026



AI has an unusual safety profile
● General-purpose and rapidly improving

● Behavior is learned, not fully specified

● Cheap to replicate and deploy at scale

● Increasing access to browsers, code, APIs, and infrastructure

● Internal reasoning remains difficult to inspect

● Failures can spread at machine speed

● AI is increasing in capability, autonomy, access, scale



Recent Developments



History of AI safety
1950s-2000s: early concerns about machine autonomy and control
2000s: modern alignment arguments emerge
● Yudkowsky: Friendly AI, value alignment, corrigibility
● Omohundro 2008The Basic AI Drives, instrumental incentives: 

self-preservation, resource acquisition, goal preservation
● Bostrom 20032014 paperclip maximizer, orthogonality thesis, 

instrumental convergence



20152018 AI safety becomes an ML research agenda
● Amodei et al. 2016
● AI Safety Gridworlds 2017
● Scalable oversight 2018

20192022: what objective did the model actually learn?
● Specification gaming / Goodhartʼs law
● Goal misgeneralization 2022
● RLHF / InstructGPT

History of AI safety



20232025: from toy failures to frontier models
● Alignment research becomes increasingly empirical

○ Interpretability
○ dangerous-capability evaluations
○ scalable oversight
○ red teaming
○ model organisms

● Examples
○ Sleeper Agents, Alignment Faking, In-context scheming, Agentic misalignment

● Labs adopt explicit safety frameworks
○ Responsible Scaling Policies
○ Preparedness / Frontier Safety frameworks

History of AI safety



2026



OpenAI / HuggingFace Incident



A safety evaluation became a safety incident
● ExploitGym agents were assigned difficult cybersecurity tasks.
● Many tasks appeared impossible, agents searched for other ways to 

pass.
● They were intended to have no direct internet or inter-agent 

communication.
● A shared Artifactory service became a message board and internet 

bridge.
● July 1013: leaked credentials and chained exploits compromised 

Hugging Face.







The agents built a temporary research 
organization
● About 1,200 agents used the unsanctioned message board.
● They exchanged more than 70,000 messages and files.
● About 700 participated in the Hugging Face attack.
● Agents developed task assignment, mailboxes, file sharing, and 

coordination norms.
● Some recognized the attack was unauthorized and continued, others 

refused.





Many AI safety problems in one incident
Reward Hacking

● Get a passing flag by any available 
route.

Monitoring

● Scorer reasoning, tool-call spoofing, 
and transcript tampering became attack 
surfaces.

Scalable Oversight

● Humans faced tens of thousands of 
long-running agents.

Control

● Sandboxing, network isolation, 
credentials, and permissions failed.

Security

● Model behavior amplified ordinary 
software vulnerabilities.

Multi-agent Safety

● Coordination pooled knowledge and 
compute across separate runs.



Core Questions
● Can we specify what we actually want?

● Will learned behavior generalize?

● Can we interpret and evaluate what systems are doing?

● Can we supervise and control increasingly capable systems?

● When is the evidence strong enough to deploy?

● Specify → Train → Interpret → Evaluate → Control → Govern



See you next week!


